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Goal
 A systematic framework for information sharing

 Trustworthiness-centric Identity, Usage, Provenance, and 
Attack Management (TIUPAM)

 Four supporting components:

 Identity management

 Usage management

 Provenance management

 Attack management

 The framework is centered at the need of trustworthiness 
and risk management for decision makers
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Bird’s Eye View of TIUPAM

Trustworthiness 
management

Risk 
management

Usage 
management (of 
authorized 
activities)

Identity management 
(of people, 
organizations, and 
devices)

Attack 
management (of 

unauthorized 
activities)

Provenance 
management (of 

data, software, 
and requests)

Note: “1 – trustworthiness  risk” in general
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trustworthiness and risk management

attack management

identity 
management

provenance 
management

usage 
management

Architecture of TIUPAM
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Trustworthiness 
of information

Trustworthiness 
of provenance

Trustworthiness 
of identity

Trustworthiness 
of usage

Trustworthiness 
of request

Trustworthiness 
of issuer

Trustworthiness 
of owner

Risk of (not) 
sharing

Risk of (not) 
utilizing

Incentives for 
(not) sharing

Gain or loss

Incentives for 
(not) utilizing

Payoff of (not) 
sharing

Payoff of (not) 
utilizing

Attack model

Functions as the Glue

Q: How should we construct/approximate these functions?
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